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Two things up front:
First:  Credit where due – title art is from 

a usefully named bad 2010 TV movie
Next:  I will not be discussing this movie today, sorry!
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Instead, I’ll be 
discussing the 
intersection of 
quantum computing 
and cryptography…

…and maybe how 
to avoid ending up 
like this.



Specifically:

The rationale behind quantum computing
Why quantum computing impacts you today

The intersection of quantum and cryptography

The intersection of cryptography and business

Basic cryptographic concepts

Mitigating quantum computing’s impacts
What you can do today to quantum-proof your 
organization
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Memorize that.  There’s a quiz later.
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Because quantum computing can turn your organization’s future from this…
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To this.
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No joke.
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We call this “the coming 
Quantumpocalypse.”
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This allows operations to be done 
more quickly, and with less energy 
than classical computers.

15

(Example of a classical computer →  
your smartphone.)

Quantum computing uses the ability of 
subatomic particles to exist in more than 
one state at a time. 



In classical computers, a 
binary digit (bit) stores a 
single piece of information 
that can exist in one of two 
states:

1 or 0.
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Quantum computers use 
Quantum Bits - or Qubits.  
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Qubits are kind of like 
bits in that there are two 
possible outcomes - 

a 0 or a 1….



But also, not at all like bits, 
because the state of a Qubit 
can also be a superposition of 
both possible states.
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Maybe it’s a 1, or maybe it’s a 
0, or maybe it’s some 
combination of both at the 
same time.
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Something 
like this:

BIT

QUBIT



In Quantum computing, three 
Qubits can represent all 8 values 
at once.
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Example:
In classical computing, three bits can 
represent any one of 8 values at a time:
000, 001, 010, 011, 100, 101, 110, 111.



Takeaways:  
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A qubit stores much more 
information that a classical bit

Quantum computers can 
perform operations much 
faster than a classic computer.



Quantum = lots of speed 
and computational 

efficiency
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Alice is a banker at a 
global commercial bank 
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As part of her job, Alice connects to servers and 
databases containing sensitive information.

Alice’s Computer Server

25



Sometimes the servers containing information 
Alice needs are located far away.

Alice’s Computer
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This geographical distribution 
causes business problems.
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Fortunately, since around 1978, 
there’s been a technical solution 

for Alice’s business problems.
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It’s called classical asymmetric 
cryptography.

Asymmetric crypto enables us to:
• Securely share secrets to 

establish confidential 
communications

• Establish the other party’s 
identity

• Ensure the integrity of shared or 
retrieved information
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To create these benefits, 
asymmetric crypto relies 
on a type of math called 
a one-way function 

31



A Function is One-Way if:

• Calculating the output of the function  is 
computationally easy, but:

• Back-calculating the inputs based on the 
output is computationally infeasible

• Computationally infeasible = 10,000 – 
100,000 years
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One-way functions typically 
used in asymmetric crypto 

include: 

Integer 
factorization

(RSA)

Discrete 
Logarithm
(DHKE)

Elliptic Curve
(ECDH)
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That’s when the USG predicts that 
cryptographically relevant quantum 
computers (CRQC) will be available.  
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Guess which types of 
math problems quantum 
computing solves 
exponentially faster… 
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Quantum computing rapidly 
solves:

(via Shor’s algorithm)
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They’re the ones that asymmetric crypto uses. 

As a result, quantum 
computing renders current 
asymmetric crypto 
obsolete.  Overnight. 
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This means that…
Post-quantum, we will no longer be able to…
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Right now, nation-states and 
criminals are capturing copies of all 
encrypted Internet communications 

and storing them to decrypt once 
quantum computers are available.
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And it means no 
more secure 
communications. 
Ever.
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The clock on Harvest attacks has 
already started.

46



47



BUT…
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First, the main symmetric crypto 
algorithm in use today is not 

becoming obsolete. 50



That algorithm, AES-
256, is part of the post-
quantum Commercial 

National Security 
Algorithm Suite defined 

by the NSA
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It would take
1 billion billion years 
to crack a 128-bit key
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The second use of the 
word billion was not 

a typo.
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P.S. The universe is 
only about 13.75 
billion years old.  
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The US National Institute of 
Standards and Technology (NIST) has 
begun publishing PQC standards, such 
as ML-KEM (FIPS 203).
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The National Security Agency (NSA) 
has reflected PQC in its Commercial 
National Security Algorithm  Suite 
version 2.0 (CNSA 2.0) standard.



PQC is now a matter of 
productization and 
adoption, not fundamental 
research and development.
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The best news?
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Unfortunately, not all 
PQC implementations 
are equal. 

Most should be taken 
with a large grain of 
salt, or at least 
caveated.



To illustrate the issue, let’s look 
at a typical crypto process. 
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Applying cryptographic security to internet 
communication isn’t a discrete event.

It’s a chain of carefully choreographed events.
Let’s look at a typical internet communication 

scenario.
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First, parties initiate a communication session 

Initiate session
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Then they establish an initial shared key 

Initiate session

Initial key 
establishment
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Next, a bulk encryption key is established

Initiate session

Initial key 
establishment

Establish bulk 
encryption key
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Information exchange begins

Initiate session

Information 
exchange

Establish bulk 
encryption key

Initial key 
establishment
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The parties monitor the session

Initiate session

Information 
exchange

Establish bulk 
encryption key

Establish initial 
key

Session 
monitoring
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After a threshold (age, amount of data) has been 
reached, new bulk encryption keys are created

Initiate session

Information 
exchange

Establish bulk 
encryption key

Establish initial 
key

Session 
monitoring

Establish bulk 
encryption key
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The cycle then repeats

Initiate session

Information 
exchange

Establish bulk 
encryption key

Establish initial 
key

Session 
monitoring

Establish bulk 
encryption key

Rinse and 
repeat!
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If any link is broken, the entire chain fails.
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Because of this, 
malicious actors 
don’t attack the 

entire chain.  

They go after the 
weakest link.
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Post-quantum, the weakest 
link is any part of the 
process that uses classical 
(pre-quantum) crypto.  
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This is where concerns 
about hybrid PQC arise.  

Hybrid post-quantum 
cryptography pairs PQC with 
classical crypto for elements 
of the chain like key 
establishment.
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This creates weak links in the chain that are 
vulnerable to attack by a quantum computer.

Post-Quantum 
Cryptography

Classical 
Cryptography

Post-Quantum 
Cryptography

Post-Quantum 
Cryptography

Quantum 
Computer 

Attack
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This begs the question…

If hybrid post-quantum 
cryptography creates, or 
at least doesn’t mitigate, 
vulnerabilities, why do it 
in the first place?
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At the risk of opening a 
can of worms, there are 
a number of factors that 
contribute to the 
answer… 
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First, there’s temporal ordering: 

Many hybrid PQC 
predate development of 
PQC best practices…
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Then, there’s business logic…

Technology solutions 
represent investment; 
organizations want to 
protect that investment.
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Standards are playing catch-up:

Example, the Commercial 
National Security Algorithm 
Suite (CNSA) 2.0 was 
published in September 
2022…
…and clarifying guidance 
came out in April 2024.
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The clarification specifically 
disallows the use of hybrid 
PQC:

“Web browsers/servers and cloud 
services: support and prefer CNSA 2.0 
by 2025, exclusively use CNSA 2.0 by 
2033.”  CNSA 2.0 FAQ
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Also, there’s the early-adopter penalty:

Early investors in hybrid 
PQC may not have the 
financial will or ability to 
re-spend to comply with 
changing technology…

…even if that leads to 
suboptimal outcomes.
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Finally, there’s technical complexity

Changing an entire crypto 
protocol is more challenging 
than an algorithm swap…

…using a hybrid solution 
enables organizations to say 
they’re doing something… 

…while waiting for someone to do the right 
thing. 86
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To be clear, this is not a 
cryptography problem.

This is a business problem. 

Because cryptography is…
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Everywhere.
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It’s built into your hardware.

It’s in all software that moves 
or manages information. 

The ability to do business is 
directly threatened by 
quantum computing.
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There aren’t many 
fully PQC products 

available today.
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Right now, spending our way 
out isn’t a viable solution
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You can start making 
the software 
development 

ecosystem quantum 
resistant immediately
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CNSA 2.0:  Your new 
best friend
Names 6 PQC algorithms:
• Software/firmware signing

• Leighton-Micali Signature
• Xtended Merkle Signature Scheme

• Symmetric-key algorithms
• AES-256
• SHA-384/SHA-512

• Public-key algorithms
• CRYSTALS-Kyber (ML-KEM) – Key 

establishment
• CRYSTALS-Dilithium (ML-DSA) – Digital 

signatures 
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Things to do today

• Ensure that code at rest is 
protected with AES-256

• Ensure that hashing schemes 
use only SHA-384 or SHA-512

• Develop organizational PQC 
roadmap
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Within six months:
• Adopt post-quantum data-in-transit solution 

that does not use hybrid PQC

• PQC enterprise VPN 
• Examples:

• PQC enterprise datacenter/SDN solution 
• PQC managed file transfer/data room
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Recap!



Quantum computers are ~5 years away, but…

…the threat they create is happening now.

PQC can help mitigate that threat…

…but some PQC really isn’t PQC.

The only way to be sure that PQC is PQC…

…is to verify that PQC products comply 
with PQC standards.
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Questions?

102
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